
The decision of the Court of Appeal in Dawson-Damer 
v Taylor Wessing LLP [2017] EWCA Civ is a landmark 
case establishing that the principles of data protection, 
to an extent, supersede those of trust confidentiality as 
between trustees and beneficiaries. This article examines 
the possible effects on the trust industry and how trustees 
might adapt to the change in the landscape.

What’s the issue?
Under case law established over hundreds of years, 
trustees have been entitled, under what is known as the 
Londonderry principle (Re Marquess of Londonderry’s 
Settlements [1965]), to refuse to disclose to beneficiaries 
most sensitive trust information or documentation.  This 
rule was developed in the case of Schmidt v Rosewood 
Trust Ltd [2003], where the Court held that beneficiaries 
hold no possessory right to receive trust documentation, 
though they may request either the trustee or, failing that, 
the Court, to order delivery of the documents. 

Trustees have therefore enjoyed confidence to administer 
trusts without concern that beneficiaries would be 
able to obtain sensitive trust information. This was of 
considerable benefit to trustees who would often not 
wish for beneficiaries to be privy to the reasoning behind 
their decision-making, given the sensitivities that can be 
involved in such matters. 

However, the decision of the Court of Appeal in Dawson-
Damer will detract from trustees’ confidence. Mrs Dawson-
Damer began proceedings in the Bahamas against the 
trustee of a trust of which she was a beneficiary. Mrs 
Dawson-Damer wanted access to certain information that 
was protected under Bahamian law from disclosure in the 
Bahamian proceedings. To get around this, she served a 
data subject access request (DSAR) on the London-based 
solicitors for the trustee, Taylor Wessing LLP (TW). 

A DSAR is a creature of the Data Protection Act 1998 
(DPA 1998) – a statute that now been superseded by the 
General Data Protection Regulation (GDPR) and the Data 
Protection Act 2018 (DPA 2018). This body of legislation 
gives “data subjects” (such as a beneficiary) certain 
rights to access any “personal data” (for example a name, 
address, employment status or medical condition) which 
are processed by a “data controller” (e.g. a trustee). 

In this case, at first instance, the High Court had to 
determine how broadly to apply the exemption in the DPA 
1998 (which is replicated in the DPA 2018) that protects 
documents that attract legal professional privilege (the 
LPP Exemption). TW argued that the LPP Exemption was 
intended to encapsulate all the rights of a trustee to resist 
disclosure, including its rights to withhold documentation 
under Bahamian law and under Londonderry.  

At first instance, the High Court agreed with TW’s 
argument on the broader application of the LPP Exemption 
to include the trustee’s documentation, on the ground that 
it was privileged under Bahamian law. 

However, on appeal the LPP Exemption was interpreted 
more narrowly to include only that which strictly attracts 
privilege under English law. The Court of Appeal 
overturned the High Court decision and ordered TW’s 
compliance with the DSAR.

In practical terms, this decision suggests that, where a 
trustee has a record of the fact that one beneficiary might 
be more or less suitable to receive a distribution than 
another for a particular reason relating to that beneficiary, 
upon service of a valid DSAR, the trustee will be obliged 
to disclose to the beneficiary (at least some of) this 
information and the purpose for its processing. In headline 
terms, the subject access rights of individuals are now 
considered superior to the rights of trustees to withhold 
sensitive trust information from beneficiaries. 

Some residual protection for trustees
Despite the potential seismic impact of Dawson-Damer 
on the trust industry, there are still a number of protections 
available to trustees to shield them from total transparency.

Don’t disclose absolutely everything
The decision in Dawson-Damer was almost immediately 
approved in the same court by two cases heard together, 
Ittihadieh v Cheyne Gardens RTM Company Ltd [2017]. 
However, Ittihadieh did provide some commentary that is 
arguably helpful to trustees in this situation.

 — For example, the DPA provides a right of access to 
information, not documents. This means that, while 
it may be cheaper and easier simply to hand over 
copy documents that contain personal information, 
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there is no strict legal obligation to do so. The judge 
in Ittihadieh further commented that, in some cases, 
it may be sufficient to provide the data subject with 
an extract of the personal data that is known, along 
with the date range and frequency with which that 
information is processed. 

 — Furthermore, not all references to individuals will 
necessarily be the kind of information that amounts 
to data that must be disclosed by trustees / data 
controllers. Previous case law has suggested that, for 
data to be truly personal, it must affect the individual’s 
privacy, whether in his personal or professional capacity; 
it must be “biographical in a significant sense” (Durant 
v Financial Services Authority [2003]). This should be 
cause for some comfort to trustees, who can take a 
narrow view of whether the data is “biographical” and 
therefore can be subject to disclosure under a DSAR.

Consider the costs and time involved
Practically speaking, deciding what information can be 
excluded is a more lengthy and costly process, which will 
also require redactions where documents contain the 
personal data of other individuals. However, in a situation 
where the process of complying with the DSAR becomes 
particularly onerous and costly, a trustee may be able 
to resist disclosure on the grounds that what has been 
provided is proportionate and that to search and provide 
further would be disproportionate. There is authority for 
this in Ittihadieh and this could prove to be a helpful tool to 
trustees, as discussed further below.

Appeal to the Court’s discretion
There is some further protection for trustees / data 
controllers in the form of the wording of the statute: under 
the DPA a court may order a data controller to comply with 
the request. The use of the word “may” suggests that the 
Court may be persuaded not to enforce a DSAR where 
there are good reasons not to, and there is some case law 
to support this proposition. 

As an example, trustees might argue that, in refusing 
disclosure to one beneficiary, they are considering the best 
interests of other beneficiaries.

Consider Parliamentary discussions in relation to the 
GDPR
The introduction into law of the GDPR has brought 
with it some further changes to interaction of the data 
protection regime and trust law.  Discussions in the House 
of Lords over the DPA 2018 during its drafting indicate 
that the rights of trustees (e.g. to not disclose sensitive 
trust information) should be protected from disclosure 
under a DSAR.  While Parliamentary discussions are not 
authority, there are grounds for trustees to argue that their 
deliberations should remain confidential. 

For more information on this development, please see our 
further article here.  

Practical recommendations to trustees
Though the decision in Dawson-Damer is unlikely overall 
to be a positive one for the trustee industry, as discussed 
above, there remains much uncertainty in the scope of 
what precisely a trustee data controller should and should 
not do. These grey areas disclose a degree of leeway that 
can be explored until the uncertainty is resolved. 

In addition, trustees may wish, given the competing impact 
of fiduciary duties, to make various short-term changes 
to their operational methods to improve the chances that 
sensitive material is outside the scope of a DSAR, such as 
those set out below.

 — When considering and discussing discretionary 
events such as distributions of income or capital, 
trustees could refrain from recording either on paper 
or electronically, the most sensitive details of their 
rationale. While these details can be communicated 
orally and understood to be part of a decision, keeping 
the information unrecorded (or perhaps unrecorded in 
a structured filing system) will make it less likely to be 
caught by a DSAR.

 — As mentioned above, a data controller should avoid 
simply handing over entire copy documents to data 
subjects where such documents contain relevant 
information to which the DPA 2018 rights alone do not 
give access. The preferable option (discussed above) 
is merely providing the information that is known of 
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the data subject and the frequency and timing of the 
processing of that information. One way to do this 
would be to ensure that more than one beneficiary / 
data subject’s personal information is contained in a 
given document, which would cause that document to 
be non-disclosable. 

 — In response to a DSAR, trustees should strongly 
consider providing only as much information as they are 
strictly obliged to (see above discussion on this) and 
with which they feel comfortable, and consider whether 
disclosing any further information would be beyond 
what is proportionate. If significant costs and time have 
been expended by this point, it may provide grounds to 
consider the disclosure obligation discharged. 

 — Trustees should in general hold in their minds the 
knowledge that beneficiaries now have greater potential 
access to the trust’s records. This will act as a check on 
the exercise of trustees’ discretion and help ensure their 
actions are not the subject of litigation and DSARs.

 — The final adjustment that trustees may consider is to 
use the LPP exemption in a way that would apply in the 
English courts. TW failed in Dawson-Damer because 
there was no legal advice privilege that could be 
asserted by the trustee against the beneficiaries given 
that the legal advice, paid for out of the trust fund, was 
property of the trust. However, where the advice attracts 
litigation privilege, this can be asserted by trustees 
against beneficiaries. Therefore, in any circumstance 
where lawyers have been instructed and litigation 
privilege may be applicable, it should be asserted to 
shield the documents from beneficiaries’ view.
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Since the Court of Appeal’s decision 
in Dawson-Damer v. Taylor Wessing 
LLP [2017] EWCA Civ 74, and with the 
expansion of data protection laws 
under the GDPR, UK trustees may 
understandably be concerned about far 
greater scrutiny of their decision-making. 
Discussions of data protection reform in the House 
of Lords, however, give reason to believe that the 
Londonderry principle may return to protect trustees and 
keep these important decisions private.


GDPR versus the Data Protection Act 1998 (DPA 
1998) 
The General Data Protection Regulation (GDPR) has 
arrived and has been law in the UK since 25 May 2018. 
The Data Protection Act 2018 (DPA 2018) repeals and 
replaces the DPA 1998 and aims to extend and fill in the 
gaps of the GDPR. There are a number of key changes 
introduced by the GDPR, including tougher sanctions, 
stricter reporting requirements and alterations to the 
details of the subject access regime. 


The subject access regime may be of most interest to 
the trust industry. Data subject access requests (DSARs) 
served under the subject access regime have been an 
issue for trustees in particular since the Court of Appeal’s 
February 2017 decision in Dawson-Damer. DSARs have 
often been used as a means of obtaining disclosure from 
trustees without resorting to litigation and circumventing 
the usual limitations on the disclosure of trust documents.


Recap of Dawson-Damer
It has long been established that trustees have, in certain 
circumstances, been entitled to refuse disclosure of 
trust information or documentation when requested by 
beneficiaries, under what is known as the Londonderry 
principle (Re Marquess of Londonderry’s Settlements 
[1965]; Schmidt v Rosewood Trust Ltd [2003]). Trustees 
have enjoyed the ability to administer trusts without 
beneficiaries having automatic access to records of 
discussions about the exercise of trustees’ discretionary 
powers.


However, the decision in Dawson-Damer risks undermining 
the Londonderry principle. Mrs Dawson-Damer began 
proceedings in the Bahamas against the trustee of a 
trust of which she was a beneficiary. Mrs Dawson-Damer 
wanted access to information about her that was protected 
from disclosure in the Bahamian proceedings under local 
law. She then served a DSAR on the UK-based solicitors 
for the trustee, Taylor Wessing, seeking to obtain this 
personal information. 


At first instance the High Court rejected Mrs Dawson-
Damer’s case on the basis that, among other things, the 
information requested was of the kind protected by the 
Londonderry principle, which the Court decided fell within 
the legal professional privilege exemption in the DPA 1998 
(LPP Exemption). However, on appeal, the LPP Exemption 
was interpreted more narrowly to include strictly only 
information that attracts privilege (properly so-called) 
under English law. The Court of Appeal overturned the 
decision and ordered Taylor Wessing’s compliance with the 
DSAR.


For further insight into the Dawson-Damer judgment, the 
possible effects on the trust industry and how trustees 
might adapt to the change in the landscape, see our article 
here.


Concerns for trustees
We understand that the Dawson-Damer litigation is still in 
progress and there may be further judgments which clarify 
the effect of the Court of Appeal’s judgment. However, 
in practical terms the decision suggested that, where a 
trustee has a record of the fact that one beneficiary might 
be more or less suitable to receive a distribution than 
another for a particular reason relating to that beneficiary, 
upon service of a valid DSAR, the trustee may be obliged 
to disclose this information. The subject access rights of 
individuals were thus considered superior to the rights of 
trustees to withhold sensitive trust information.


Many offshore centres, such as the Bahamas, Jersey 
and Guernsey, have enacted statutory protection for 
information held by trustees, but those protections are at 
risk of being undermined if DSARs can be made of UK 
professionals involved in advising the trustees. 


Londonderry calling
Are trustees free from Dawson-Damer under the 
GDPR?







Reform under DPA 2018
While the GDPR contains 173 paragraphs of recitals 
that provide contextual information to the regulation, the 
DPA 2018 does not. Instead, when interpreting English 
legislation, relevant background material can in certain 
circumstances be obtained from discussions of the statute 
in Parliament, following the decision in Pepper v Hart 
[1993].  


In this instance, debates in the House of Lords may assist 
in evaluating the impact of the new data protection regime 
on trust law. When the Data Protection Bill was announced 
in the Queen’s Speech on 21 June 2017, in preparation 
for the GDPR’s introduction across the EU, a window of 
opportunity opened for the UK trust industry to have its 
say at the bill’s first reading in the House of Lords. 


With the support of the Trust Law Reform Committee, 
Lord Pannick QC argued for an amendment which would 
include exemptions for personal data processed by 
trustees that record a person’s deliberations about the 
manner of exercise of a power or discretion under the trust. 
Such a term would reflect, and effectively reinstate, the 
Londonderry principle. 


However, in the first reading of the bill in the House of 
Lords on 13 November 2017, the Parliamentary Under-
Secretary of State, Department for Digital, Culture, Media 
and Sport, Lord Ashton of Hyde, rejected the amendment. 
Lord Ashton explained that there was already adequate 
protection under the GDPR: article 15(4) in particular 
provides that information under a DSAR need not be 
disclosed where doing so would adversely affect the rights 
and freedoms of others.  


This provision was revisited at the bill’s subsequent reading 
on 13 December 2017. Lord Pannick here asked for the 
Lords’ Spokesperson (Ministry of Justice), Lord Keen of 
Elie, to confirm that article 15(4) would apply to protect 
the Londonderry principle. Lord Keen stated that the 
Government considers that “the rights and freedoms of 
others” under article 15(4) includes those of both trustees 
and other beneficiaries: “Where disclosure under data 
protection law would reveal information about a trustee’s 
deliberations or reasons for their decisions that would 
otherwise be protected from disclosure under trust law, 
the Government’s view is that disclosure would adversely 


affect the rights and freedoms of trustees and beneficiaries 
in the trustees’ ability to make independent decisions in the 
best interests of the trust without fear of disagreement with 
beneficiaries”.


This is welcome news for trust professionals who had 
grown concerned that DSARs were being deployed 
to support or fish for grounds for litigation. While the 
application of the Government’s guidance will need to be 
supported by the facts of each case, this analysis of the 
Article 15(4) exception goes a long way to assuage the 
immediate issues created by the Dawson-Damer decision.


Problems ahead?
While this should give some comfort to data processors in 
the UK who act for and advise trustees, there are still some 
areas of uncertainty. 


One issue is that the Government’s stated position is not 
necessarily binding on the courts, who may interpret the 
relevant statutory provisions differently. Parliament has 
expressly stopped short of codifying the Londonderry 
principle, considering that to be a disproportionate step. 
Instead, according to Lord Keen, should the law be tested 
and found insufficient in protecting the Londonderry 
principle, section 16 of the DPA 2018 grants the Secretary 
of State power to make further exemptions – but there is a 
question mark about whether the Government would wish 
that power to be exercised to protect those working with 
offshore trustees. 


Trustees and their advisers must therefore still deal 
with some material uncertainty, and the Government’s 
approach does not seem calculated to make litigation on 
these issues less likely. There are also other, more complex 
scenarios which may need to be clarified. For example: 
imagine a corporate trustee’s (T) shareholder (S) is served 
with a DSAR by a beneficiary (B) of the trust of which T is 
trustee. S holds personal data about B because S shares 
IT systems with T. Subject to other DPA 2018 exemptions 
not applying, is B entitled to receive its personal data from 
S? In particular, do the “rights and freedoms of others” 
include a person who is not the data controller who has 
received the DSAR? 


All that having been said, the position under the 
GDPR appears to be an improvement for trustees and 
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their advisers in the UK – although that conclusion is 
necessarily somewhat tentative. However, we remain 
cautiously optimistic that in the data protection context, the 
Londonderry principle is back.  
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The decision of the Court of Appeal in Dawson-Damer 
v Taylor Wessing LLP [2017] EWCA Civ is a landmark 
case establishing that the principles of data protection, 
to an extent, supersede those of trust confidentiality as 
between trustees and beneficiaries. This article examines 
the possible effects on the trust industry and how trustees 
might adapt to the change in the landscape.



What’s the issue?
Under case law established over hundreds of years, 
trustees have been entitled, under what is known as the 
Londonderry principle (Re Marquess of Londonderry’s 
Settlements [1965]), to refuse to disclose to beneficiaries 
most sensitive trust information or documentation.  This 
rule was developed in the case of Schmidt v Rosewood 
Trust Ltd [2003], where the Court held that beneficiaries 
hold no possessory right to receive trust documentation, 
though they may request either the trustee or, failing that, 
the Court, to order delivery of the documents. 



Trustees have therefore enjoyed confidence to administer 
trusts without concern that beneficiaries would be 
able to obtain sensitive trust information. This was of 
considerable benefit to trustees who would often not 
wish for beneficiaries to be privy to the reasoning behind 
their decision-making, given the sensitivities that can be 
involved in such matters. 



However, the decision of the Court of Appeal in Dawson-
Damer will detract from trustees’ confidence. Mrs Dawson-
Damer began proceedings in the Bahamas against the 
trustee of a trust of which she was a beneficiary. Mrs 
Dawson-Damer wanted access to certain information that 
was protected under Bahamian law from disclosure in the 
Bahamian proceedings. To get around this, she served a 
data subject access request (DSAR) on the London-based 
solicitors for the trustee, Taylor Wessing LLP (TW). 



A DSAR is a creature of the Data Protection Act 1998 
(DPA 1998) – a statute that now been superseded by the 
General Data Protection Regulation (GDPR) and the Data 
Protection Act 2018 (DPA 2018). This body of legislation 
gives “data subjects” (such as a beneficiary) certain 
rights to access any “personal data” (for example a name, 
address, employment status or medical condition) which 
are processed by a “data controller” (e.g. a trustee). 



In this case, at first instance, the High Court had to 
determine how broadly to apply the exemption in the DPA 
1998 (which is replicated in the DPA 2018) that protects 
documents that attract legal professional privilege (the 
LPP Exemption). TW argued that the LPP Exemption was 
intended to encapsulate all the rights of a trustee to resist 
disclosure, including its rights to withhold documentation 
under Bahamian law and under Londonderry.  



At first instance, the High Court agreed with TW’s 
argument on the broader application of the LPP Exemption 
to include the trustee’s documentation, on the ground that 
it was privileged under Bahamian law. 



However, on appeal the LPP Exemption was interpreted 
more narrowly to include only that which strictly attracts 
privilege under English law. The Court of Appeal 
overturned the High Court decision and ordered TW’s 
compliance with the DSAR.



In practical terms, this decision suggests that, where a 
trustee has a record of the fact that one beneficiary might 
be more or less suitable to receive a distribution than 
another for a particular reason relating to that beneficiary, 
upon service of a valid DSAR, the trustee will be obliged 
to disclose to the beneficiary (at least some of) this 
information and the purpose for its processing. In headline 
terms, the subject access rights of individuals are now 
considered superior to the rights of trustees to withhold 
sensitive trust information from beneficiaries. 



Some residual protection for trustees
Despite the potential seismic impact of Dawson-Damer 
on the trust industry, there are still a number of protections 
available to trustees to shield them from total transparency.



Don’t disclose absolutely everything
The decision in Dawson-Damer was almost immediately 
approved in the same court by two cases heard together, 
Ittihadieh v Cheyne Gardens RTM Company Ltd [2017]. 
However, Ittihadieh did provide some commentary that is 
arguably helpful to trustees in this situation.



 — For example, the DPA provides a right of access to 
information, not documents. This means that, while 
it may be cheaper and easier simply to hand over 
copy documents that contain personal information, 



Dawson-Damer for trustees: 
What to know and how to cope











there is no strict legal obligation to do so. The judge 
in Ittihadieh further commented that, in some cases, 
it may be sufficient to provide the data subject with 
an extract of the personal data that is known, along 
with the date range and frequency with which that 
information is processed. 



 — Furthermore, not all references to individuals will 
necessarily be the kind of information that amounts 
to data that must be disclosed by trustees / data 
controllers. Previous case law has suggested that, for 
data to be truly personal, it must affect the individual’s 
privacy, whether in his personal or professional capacity; 
it must be “biographical in a significant sense” (Durant 
v Financial Services Authority [2003]). This should be 
cause for some comfort to trustees, who can take a 
narrow view of whether the data is “biographical” and 
therefore can be subject to disclosure under a DSAR.



Consider the costs and time involved
Practically speaking, deciding what information can be 
excluded is a more lengthy and costly process, which will 
also require redactions where documents contain the 
personal data of other individuals. However, in a situation 
where the process of complying with the DSAR becomes 
particularly onerous and costly, a trustee may be able 
to resist disclosure on the grounds that what has been 
provided is proportionate and that to search and provide 
further would be disproportionate. There is authority for 
this in Ittihadieh and this could prove to be a helpful tool to 
trustees, as discussed further below.



Appeal to the Court’s discretion
There is some further protection for trustees / data 
controllers in the form of the wording of the statute: under 
the DPA a court may order a data controller to comply with 
the request. The use of the word “may” suggests that the 
Court may be persuaded not to enforce a DSAR where 
there are good reasons not to, and there is some case law 
to support this proposition. 



As an example, trustees might argue that, in refusing 
disclosure to one beneficiary, they are considering the best 
interests of other beneficiaries.



Consider Parliamentary discussions in relation to the 
GDPR
The introduction into law of the GDPR has brought 
with it some further changes to interaction of the data 
protection regime and trust law.  Discussions in the House 
of Lords over the DPA 2018 during its drafting indicate 
that the rights of trustees (e.g. to not disclose sensitive 
trust information) should be protected from disclosure 
under a DSAR.  While Parliamentary discussions are not 
authority, there are grounds for trustees to argue that their 
deliberations should remain confidential. 



For more information on this development, please see our 
further article here.  



Practical recommendations to trustees
Though the decision in Dawson-Damer is unlikely overall 
to be a positive one for the trustee industry, as discussed 
above, there remains much uncertainty in the scope of 
what precisely a trustee data controller should and should 
not do. These grey areas disclose a degree of leeway that 
can be explored until the uncertainty is resolved. 



In addition, trustees may wish, given the competing impact 
of fiduciary duties, to make various short-term changes 
to their operational methods to improve the chances that 
sensitive material is outside the scope of a DSAR, such as 
those set out below.



 — When considering and discussing discretionary 
events such as distributions of income or capital, 
trustees could refrain from recording either on paper 
or electronically, the most sensitive details of their 
rationale. While these details can be communicated 
orally and understood to be part of a decision, keeping 
the information unrecorded (or perhaps unrecorded in 
a structured filing system) will make it less likely to be 
caught by a DSAR.



 — As mentioned above, a data controller should avoid 
simply handing over entire copy documents to data 
subjects where such documents contain relevant 
information to which the DPA 2018 rights alone do not 
give access. The preferable option (discussed above) 
is merely providing the information that is known of 
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the data subject and the frequency and timing of the 
processing of that information. One way to do this 
would be to ensure that more than one beneficiary / 
data subject’s personal information is contained in a 
given document, which would cause that document to 
be non-disclosable. 



 — In response to a DSAR, trustees should strongly 
consider providing only as much information as they are 
strictly obliged to (see above discussion on this) and 
with which they feel comfortable, and consider whether 
disclosing any further information would be beyond 
what is proportionate. If significant costs and time have 
been expended by this point, it may provide grounds to 
consider the disclosure obligation discharged. 



 — Trustees should in general hold in their minds the 
knowledge that beneficiaries now have greater potential 
access to the trust’s records. This will act as a check on 
the exercise of trustees’ discretion and help ensure their 
actions are not the subject of litigation and DSARs.



 — The final adjustment that trustees may consider is to 
use the LPP exemption in a way that would apply in the 
English courts. TW failed in Dawson-Damer because 
there was no legal advice privilege that could be 
asserted by the trustee against the beneficiaries given 
that the legal advice, paid for out of the trust fund, was 
property of the trust. However, where the advice attracts 
litigation privilege, this can be asserted by trustees 
against beneficiaries. Therefore, in any circumstance 
where lawyers have been instructed and litigation 
privilege may be applicable, it should be asserted to 
shield the documents from beneficiaries’ view.
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